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INTRODUCTION

During this critical stage of the global healthcare emergency, Leonardo has undertaken a series
of initiatives to support the efforts of all those working on the front line to manage and contain
the COVID-19 epidemic, as well as those working to maintain the operational resilience of

companies and institutions to the fullest possible extent.

The Smart Working Cyber Kit is part of this. From 6 April, Leonardo is offering a 2-month Threat
Intelligence Service free of charge, which is specifically designed to support companies in
stepping up their defence against cyber threats related to COVID-19, during this stage of

increased exposure due to the mass adoption of smart working.

The service, guaranteed by our Cyber Security Division, will be provided to the first 100
companies that apply, allowing each business to monitor the main cyber threats against
systems, applications and networks that guarantee remote access to company infrastructure for

employees, thus covering any related vulnerabilities.
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THE KIT

The Smart Working Cyber Kit encapsulates Leonardo’s methodology and operational approach

in protecting IT infrastructure. Through it, we will share our experience and help protect the

resources of those who turn to us at this critical time.

We are doing this with three main tools:

1.

Informative Document: its purpose is to ensure all employees are fully aware of the
threat from vulnerabilities that may arise from the intensive use of smart working. It also
addresses operational teams in order to guide them towards a rapid and effective
assessment, i.e:

- implementing assessment activity

- performing risk analysis

- defining appropriate security policies and procedures

- implementing activities directed towards creating greater awareness of cyber risks

among staff

- implementing a real-time security monitoring process

Awareness Video Course: this is a training aide for people of all levels working remotely,
and provides useful support to train them to work securely from home. The purpose of
the video is to increase workers' awareness of the risks arising from the main cyber
threats, while promoting their better security processes and consequently increasing the
resilience of the entire organization. Risk awareness is fundamental in the operating

scenario that has evolved due to the COVID-19 emergency

Threat Intelligence (Early Warning) Service: this is designed to support public and
private companies that provide essential services to the country. It aims to provide
companies with periodic reports powered by a Threat Intelligence system capable of
monitoring open sources (web, deep web, darkweb) in real time to identify possible new
cyber threats related to COVID-19 issues or vulnerabilities associated with systems used

for smart working.



SMART WORKING CYBER KIT

HOW TO ACCESS THE SERVICE

The Threat Intelligence Service is provided free of charge for 2 months to the first 100 companies
that apply. You will need to complete a consent form in which the applicant provides ID
information (full name, e-mail address), as well as some significant information on the nature of

the company concerned for the purposes of better profiling.
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The service is available at the link: https://cybersecurity.leonardocompany.com/access.
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